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Identify relationships between

security incidents to predict attacks
= more effective defense against
attacks
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e Cyber Scanning }

Hybrid model

harvesting login
credentials or infor-
mation useful ina
phishing attack.

Reconnaissance
Attackers probe

for a weakness.
This might include

Weaponization

--------------

Build a deliverable
payload using an
exploit and a back-
door.
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e Enumeration }

Sending the wea-
ponized bundle
to the victim—for
example, a mali-
cious link in a le-
gitimate-looking
email.

Intrusion Attempt

e Elevation of Privilege

Executing code on
the victim's system.,

Installation
Installing malware
on the target asset.

Actions

Attacker remotely
carries out its
intended goal.

e Perform Malicious Tasks

e Deploy Malware/Backdoor

e Delete Forensic Evidence and Exit

Command and
control (C&C)

Creating a channel
where the attacker
can controla
system remotely.
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Kill Chain




Table 3.2: Snort Default Classifications

C lassty pe Description Prion
attempted -admin Attempted Administrator Privilege Gain hig
__attempted-user Attempted User Privilege Gain - high |
inappropriate-content Inappropriate Content was Detected hig
Ky-violation Potential Corporate Privacy Violation high
shelkcode-detect Executable code was detected high
successful-admin Successful Administrator Privilege Gain high
successful -user Successful User Privilege Gain high
_trojan-activity A Network Trojan was detected hig
__unsuccessful -user Unsuccessful User Privilege Gain hig

web-application-attack Web Application Attack . high
attempted-dos Attempted Denial of Service - medium |
ancmpted-recon Ancmpted Information Leak medium
bad-unknown Po(emially Bad Trathe medium
default-login-attempt Attempt to login by a default username and | medium
password

denial-of -service Detection of a Denial of Service Attack medium

" misc-attack Misc Attack medium
non-standard-protocol Detection of a non-standard protocol or event | medium

_rpe-portmap-decode Decode of an RPC Query medium
successful-dos Denial of Service medium
successful-recon-largescale Large Scale Information Leak medium
successful-recon-limited Information Leak medium
suspicious-filename-detect A suspicious filkename was detected medium

cation

suspicious-login An attempted login using a suspicious user- | medium
name was detected

_syslcm-call-dctect A system call was detected medium

_ unumal-clicm-pon-connection A chient was using an unusual port medium

web-application-activity Access to a potentially vulnerable web appli- | medium

icmp-event Genenc ICMP event low
misc-rtivily Misc rtivily low
network-scan Detection of a Network Scan low
nol-smpicious Not Suspicious Trafhc low
_pro(ocol-commmd-decodc Generic Protocol Command Decode low
slring-dclcct A suspicious string was detected low
unknown Unknown Trafhc low
tcp-connection A TCP connection was detected very low
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Machine learning algorithms

Bayesian

network
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O ° Objectives O

Analysis, comparison, and processing of the current
approaches to cyber attacks modeling

Creating a model data set from security events

Design, implementation, and evaluation of the model
for early-stage detection of cyber attacks
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Thank you for your
attention!

Questions?




