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Ciele |

* 1. Analyzovat a porovnat publikovane utoky na Sifry pouzivane v
mobilnych sietach.
« 2. Preskumat prakticke implementacie analyzovanych utokov.

« 3. Navrhnut nové metody kryptoanalyzy tychto Sifier.



Historia chyb algoritmov

e 1991 — GSM implementacia

« April 1998 - The Smartcard Developer Association (SDA) spolu s U.C.
Berkeley researches prelomili COMP128 algoritmus ulozeny v SIM karte a
uspesne ziskali Ki v priebehu par hodin. Zistili, Zze Kc pouziva iba 54 bitov.

« August 1999: Slaba A5/2 bola prelomena pouzitim PC v priebehu par sekund.

« December 1999: Alex Biryukov, Adi Shamir a David Wagner publikovali
schemu utoku na algoritmus A5/1. Pri ziskani dvoch minut rozhovoru boli
schopny prelomit’ A5/1 algoritmus v priebehu 1 sekundy.

« Maj 2002: IBM Research group objavila novy sp6sob rychleho ziskavania Kc
z COMP128 pouzitim utokov side channels.
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Sifry v mobilnych sietach

« GSM:
« ENC: A5/1 & A5/2
« COMP128: A3 — 32 bit, A8 — 64 bit
« Utajovane, revernze inzinierstvo ...
 3G:
« ENC: KASUMI (GEAO, GEA1) -> RNC CHOOSE ENC. -> MS
« f9: Milenage
¢ 4G:
« ENC: Snow 3G || AES 128bh.
* Moznost dvojiteho sifrovania
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Utoky

» Pasivny utok — COA - BFA
« Pasivny utok — KPA
 CPA

« MITM



AS/1 a AS/2

* Prudové Sifry
« Kryptoanalyza v realnom Case
 BTS simulacia
— Narocna implementacia
— bb.osmocom.org
— 5x Motorola C155 15% || bladeRF x40 420%
« RTL-SDR




KASUMI

* “Neprelomend” blokova Sifra

3G, 4G

MISTY1

2010 — 2h utok

Nemozny v 3G systémoch
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KASUMI

» Diferencna kryptoanalyza + Related key attack
» Clanky:
— The round functions of KASUMI generate the alternating group - Rudiger
Sparr & Ralph Wernsdorf, 2015, Journal of Mathematical Cryptology

— Practical-time attacks against reduced variants of MISTY1 — Dunkleman,
Keller, 2013, IACR

— A practical-time related-key attack on the kasumi cryptosystem used in
GSM and 3G telephony — Dunkleman, Keller, 2010, IACR
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* Analyza protokolov, autentifikacia



MS/USIM/UE

RAN
A3(RAN, Ki) = RES
A8(RAN, Ki) = Kc

GSM autentifikacia

IMSI

RAN

RES

Enc. mode

RNC
BTS/VLR/SRNC

RAN, SRES,
Kc

RES = SRES

AuC

IMSI
RANDOM() = RAN

A3(RAN, Ki) = SRES
RAN, SRES, Ke  Ag(RAN, Ki) = Kc



MS/USIM/UE

AUTN OK ?
SQN OK ?
f2(RAN, Ki) = RES
f3(RAN, Ki) = Kc
f4(RAN, Ki) = IK

3G alTlE

RNC
BTS/VLR/SRNC AuC
IMSI IMSI
RANDOM)() = RAN
AV(IMSI, RAN) = AV(L,...,n)
RAN[|AUTN  XRES, CK,IK Av(1,....n) AV(1,...n) = XRES || CK || IK ||
AUTN, RAN [AUTN || RAN

AUTN = SON xor AK || AMF ||
| MAC

RES

RES = XRES
OK?
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Nahodné Cisla

Sietova autentifikacia

Sietova autentifikacia resynch.
Uzivatel'ska autentifikacia
Derivacia kfuc¢a pre Sifru
Derivacia kfuca pre integritu

Derivacia kluCa pre anonymitu

Derivacia klu€a pre anonymitu resynch.

Sifrovacia funkcia
Generovanie peciatky integrity

Klu¢ na karte — zdiefany

RAN
(X)MAC-A
(X)MAC-S
RES/XRES
CK

IK

AK

AK

MAC-I/XMAC-I

Ziadny

AuC
USIM, AuC

USIM, AuC
USIM, AuC
USIM, AuC
USIM, AuC
USIM, AuC
USIM, AuC
MS, RNC

MS, RNC

USIM, AuC

. Spec.
. Spec., (M)

. Spec., (M)
. Spec., (M)
. Spec., (M)
. Spec., (M)
. Spec., (M)
. Spec., (M)

PS(K,S,AES)
PS(K,S,AES)

128
64

64
32-128
128
128

48

48

32
128



Progres |

* Analyza protokolov, autentifikacia
* Prvotna analyza KASUMI
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Zdroj:

Orr Dunkleman:

Techniques for Cryptanalysis of
Block Ciphers

Zatial nepublikovaneé, PhD. praca

R

Round KL, KL, KO, 4 KO, KO; 3 K,y Kl Kl
1 K «1 K Ko <b Kegxk8 K13 K K} Ky
2 Ky << 1 K Ky b Ky<€w8 Kyxl13 K K: K}
3 Ky 1 K: Ky<b Kz 8 K13 K; K K
4 Ky <1 K Ky )b K wsd8 Kyx13 K K: K3
5 Ky 1 K’ Ke<€bd Ky 8 K313 Kj K5 K}
6 K x 1 K Kb Ky<xsd Kyx13 Kj Kj K:
7 K; <« 1 K Ky <€«b Ky<&8 Kyl K;j K K
8 Ksx1 K, Ki<«b5 Kyx8 Kgx13 Kj K3 K:
X <« i — X rotated to the left by 7 bits
Table C.3: KASUMI's Key Schedule Algorithm
KASUMI 1y zegztnd izz aevig mzixebl
Round 1 2 3 4 5 6 7 8
Constant C'y s @ Cy C's Cg C- Cy
Value 0123, 4567, 89AB, CDEF, FEDC, BA9, 7654, 3210,

Table C.4: KASUMI's Key Schedule Constants

KASUMI Iy zegztnd izz aevig mzixebl® venivay mireawd
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* Analyza protokolov, autentifikacia
* Prvotna analyza KASUMI
« Studium Gtoku: 50 %
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Plany do buducnosti

* Predviest utok na sSifru pouzivanu v A5/1 a A5/2

— Mensie implementacné problémy
* Preskumat’ utoky na sifru SNOW3G (a sifru samotnu)
« Statistické utoky
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Dakujem za pozornost.



