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KI'icove slova
o Ki
* Kc

* RAND

* SRES (XRES)

* RES

* A3, A5

* IMSI — 15 Cisel

* AUTN, MAC, SQN




KluCove slova
* USIM - Universal Subscriber Identity Module
* UE - User Equipment

* SRNC - Serving Radio Network Controller

* VLR - Visitor Location Register

* SQN - Sequence number

* AuC - Authentication Centre

* AUTN | S - Authentication token | Synchronization
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Historia chyb algoritmov

* 1991 — GSM implementacia

* April 1998 - The Smartcard Developer Association (SDA) spolu s U.C.
Berkeley researches prelomili COMP128 algoritmus ulozeny v SIM karte a
uspesne ziskali Ki v priebehu par hodin. Zistili, ze Kc pouziva iba 54 bitov.

. Aﬁgu? 1999: Slabd A5/2 bola prelomend pouzitim PC v priebehu par
sekund.

* December 1999: Alex Biryukov, Adi Shamir a David Wagner publikovali
schému Utoku na algoritmus A5/1. Pri ziskani dvoch minut rozhovoru boli
schopny prelomit A5/1 algoritmus v priebehu 1 sekundy.

* Maj 2002: IBM Research group objavila novy sp6sob rychleho ziskavania Kc
z COMP128 pouzitim utokov side channels.
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Algoritmy
* GSM:
*ENC: A5/1 & A5/2
* COMP128: A3 — 32 bit, A8 — 64 bit

* Utajované

* 3@G:
* ENC: KASUMI (GEAO, GEA1) -> RNC CHOOSE ENC. -> MS
*f9: Milenage

* 4G:
* ENC: Snow 3G || AES 128b.
* Moznost dvojitého Sifrovania
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/droje

https://brage.bibsys.no/xmlui/bitstream/handle/11250/137418/master
ikt 2001 _dohmen.pdf?sequence=1

http://(\j/\]éww.netlab.tkk.fi/opetus/538153/k2003/Lectures/g42UMTS_sec
urity.p

Pre 4G (LTE):
http://www.ijritcc.org/download/1430372773.pdf
Klonovanie (U)SIM kariet:

https://www.blackhat.com/docs/us-15/materials/us-15-Yu-Cloning-3G-
4G-SIM-Cards-With-A-PC-And-An-Oscilloscope-Lessons-Learned-In-
Physical-Security.pdf




Dakujem za pozornost.




Resynchronizacia

ALGORITHMS ON THE USIM SIDE
Re-synchronisation token (AUTS) in USIM
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