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Motivacia
- S postupujucimi a rasticimil organizaciami sa
zvysuje uroven utoku

- Mnoho aktiv generuje mnoho bezpecnostnych
udalosti

- Hrozby su tazsie detekovatelné a to vedie k
naruseniu bezpecnosti

- Incidenty su casto odhalené az po dlhsej dobe alebo
su uplne nepovsimnuté

- Akademicky informacny systém
- Najkritickejsia infrastruktira v rameci univerzity
- Kumulacia mnozstva osobnych udajov




Ciele

Analyza aktualnych pristupov k manazmentu bezpecnostnych
informacii a udalosti (SIEM)

Navrh datového modelu a pravidiel detekcie bezpecnostnych
hrozieb pre akademicky informacny systém zohladnujuc
bezpecnostné rizika podla ISO/IEC 27000 a MITRE ATT&CK
ramec

Navrh, implementacia a optimalizacia SIEM systému pre
akademicky informacny systém
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SIEM

- Pristup, ktory ponuka pozorovanie informacnej bezpecnosti
organizacie

- Umoznuje ¢lenom SOC (Security Operations Center)
vykonavat analyzy zalozené na upozorneniach a udalostiach
s cielom najst hlavnu pric¢inu incidentov

- Zhromazduje viac zdrojov idajov vratane monitorovania
siete, zariadeni a rieseni na ochranu koncovych stanic

- SIEM je dolezity, pokial 1de o riadenie bezpecnostnych
incidentov, ktoré sa vyskytnu v institicii




Co ponika SIEM?

- Nastenka s upozorneniami - vsetky vystrahy su zlucené do
jedného nastroja

- Korelacia udalosti zvysuje vernost zisteni viacerych podozrivych
udalosti na zaklade spolo¢nych kritérii alebo podivného spravania.

- Je schopny zameriavat sa na viacero suborov udajov, aby sa
stanovila hlavna pricina incidentu

- V zavislosti od konkretneho SIEMu mozeme definovat a
spravovat detekcie na zaklade indikatorov a detekénych
pravidiel

- Existuju rozne normy pre rozne casti odvetvia, v ktorych je riesenie
SIEM povinné dodrziavat zasady a predpisy




Rozne implementacie

s Radar

- IBM QRadar — komercné

. ArcSight — komeréné ArcSlg hr%:

- Splunk Free — 500MB denne
- AlienVault OSSIM — open source

- Elastic Stack — open source Spl u n k >

-= elastic stack ,.,

ALIEN VAULT OSSIM




Co je Elastic Stack?

- Sada nastrojov vyvinuta spolocnostou Elastic

- Elasticsearch — NoSQL databaza

1

- Logstash — nastroj na agregaciu prichadzajucich logov a
sprav, 1ch spracovanie

- Kibana — vizualizacia dat

w P

- Beats nastroje — Metricbeat, Winlogbeat, Packetbeat,
Libbeat

- Zadarmo, open source, skvelé na fulltextové vyhladavanie

- Alerting




AiS2

- 3 typy serverov — produkény, vyvojovy a testovaci

- Apache 2 2 Tomcat - Java servlety

158.197.62.76 : - : - : [16/Jan/2018:15:08:10 +0100] : GET
/ais/start.do HTTP/1.1 : 200 : 2857 : - : Mozilla/5.0 (Windows NT
10.0; Win64; x64) AppleWebKit/537.36 (KHTML, 1like Gecko)
Chrome/63.0.3239.132 Safari/537.36 : 158.197.62.76 : 2857 : -
57518 : proxy:balancer://aiscluster/ais/start.do : HTTP/1.1 : ©
GET : - : - : 443 : 10814 : : GET /ais/start.do HTTP/1.1 : proxy-
server : © : /ais/start.do : + : 1021 : 9497




» April 15th 2020, 17:20:22.940 paen: ff02::1:ff1d:8894 @timestamp: April 15th 2020, 17:20:22.940 bytes in: 24 ip: ff02::1:ff1d:8894

. . - . - [l | - - - - - —

. 3,597 hits New Save Open Share € O Last15minutes >
klbana Crnrech I eratie 30N ARMD Avianecian-NILIT Hlram himama mniams moned “
Graf poctu loginov od casu «"  Graf poctu unique loginov od casu "
! ! © ©2020-05-06 15:25:00....
@ 2020-05-06 15:26:00....
6 6 @ 2020-05-06 15:28:30....

® 2020-05-06 15:30:00....

B
£
(]
=
[
E
[
= 4
) ™~
£ 8
S 3
[T
3 o3
L
c
3
o
[¥]
2 w2
=]
8-
c
=]
1 1
a a
2020-05-06 2020-05-06 2020-05-06 2020-05-06 2020-05-06 2020-05-06 2020-05-06 2020-05-06
(A) @timestamp per day @timestamp per day
Loginy a ich pocet o
t host -
¢t Insald P 2020-05-06 15:32:20.915 ffsct- 124,667 level: DEBUG logger: a.5.conPool logMessage: check connections message: 2020-05-06 15:32:20,915 D
instalacia
EBUG [cpool-CheckingThread ] a.s.conPool - check connections type: server instalacia: UPJS-TEST threadName: cCpool-C
t instancia heckingThread path: /opt/ais2-test/ais2-conf/logs/ais.log.2020-05-06_15 instancia: serverll @gtimestamp: 2020-05-06
t level 15:32:20.915 host: wyvoj2.science.upjs.sk @version: 1 id: AXHgLtOA7vVaovQ31loBNo type: server index: logstash-20
20.05.06 score: -
t appld

&) CLoliapse -

AT o w o w RPN P T e e e ) g w L L =T RSP LS S AT ArGAL L Lrddifiaew PR 10 A i AW Wy A b ke n Sk AR B e

pril 15th 2020, 17:20:20.003 1last time: April 15th 2020, 17:19:22.900 flow id: EQIA////DP////BU//BBAAGEry230e7

S 7BAaAnaA/////00AQWA final: true beat.name: evka-pc beat.hostname: evka-pc beat.version: 5.1.1



Analyza rizik
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ATT&CK navigator

- Vlastny pohlad na Mitre ATT&CK - zvyraznenie délezitych
technik apod.

- https://github.com/mitre-attack/attack-navigator

« https://mitre-attack.github.io/attack-navigator/enterprise/



https://github.com/mitre-attack/attack-navigator
https://mitre-attack.github.io/attack-navigator/enterprise/

Priklad: User Execution

Mitigations
Mitigation Description
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Detection

Monitor the execution of and command-line arguments for applications that may be used by an adversary to gain Initial Access that |
require user interaction. This includes compression applications, such as those for zip files, that can be used to Deobfuscate/Decode

Files or Information in payloads.

Anti-virus can potentially detect malicious documents and files that are downloaded and executed on the user's computer. Endpoint

sensing or network sensing can potentially detect malicious events once the file is opened (such as a Microsoft Word document or d
PDF reaching out to the internet or spawning Powershell.exe) for techniques such as Exploitation for Client Execution and Scripting.
may be used to conceal malicious files in Obfuscated Files or Information.
User Training Use user training as a way to bring awareness to common phishing and spearphishing techniques and how to raise

suspicion for potentially malicious events.
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