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Motivacia

- Mnozstvo hrozieb pre kazdy informacny
systém
- Kradez, modifikacia, znicenie dat
* Neopravneny pristup

- Akademicky informacny systém
- Najkritickejsia infrastruktara v ramei
univerzity
- Kumulacia mnozstva osobnych udajov
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SIEM

- pristup, ktory ponika pozorovanie informacne;]
bezpecnosti organizacie

Elastic

Ro6zne implementécie: Alien Vault
IBM QRadar

Splunk




Ciele

Analyza aktualnych pristupov k manazmentu bezpecnostnych
informacii a udalosti (SIEM)

Navrh datového modelu a pravidiel detekcie bezpecnostnych
hrozieb pre akademicky informacny systém zohladnujuc
bezpecnostné rizika podla ISO/IEC 27000 a MITRE ATT&CK
ramec

Navrh, implementacia a optimalizacia SIEM systému pre
akademicky informacny systém




Analyza rizik
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Elastic

ES SIEM Hosts

N

QU e.g. host.name: “foo"

@
@ Authentications
5 Showing: 2,275 Users
@ User Successes Failures
e root 0 20076
3 admin 0 1083
S test 0 436
B user 0 242
= ahyxmgtv 0 235
] oracle 0 214
& guest 0 202
& appadmin 0 172

app 0 162
v

ubnt 0 158
@

Rows: 10 v
&

Uncommon Processes
Showing: 145 Processes

Name Number of Hosts

X

%  brute force attack

oR username: root” x

Drop here to bulkd an OR query

Fields v @tmestamp 4
> £ [0 Juni4,2019 @ 16:24:41.369
S root @ james-h
> £ (D Jun14,2019 @ 16:24:41.214
Session # unset S root @ james-h
> £ D Juni4, 2019 @ 16:24:41.213
Session # unset Sroot @ james
5 5 [O Jun1s, 2019 @16:24:41.212
Session # unset ZSroot @ [james-h
> ¥ (O Jun14,2019 @ 16:24:41.212
Session # unset S root @ [ames
25 v of 10720952 Events

amo Filter ~ Q) Filter events

root@honeypot

o @

event.action host.name

event.category

Outbound socket (127.0.0.. -- socket_opened james-honeypot-log

ypot-log de opened a socket with to an unknown process
© Outbound socket (127.0.0.1:59936 -> 127.0.0.1:9300 ssa

~ outbound
Source Destination

127.0.0.1: 59936 127.0.01:
e audit-rule opened-file

james-honeypot-log

P

using >- metricbeat with result success

-3

emo in B3/ opened file DT /etgipasswd

- audit-rule opened-file james-honeypot-log

P

g de in B/ opened file D /etc/passwd using >. metricbeat with result success

- audit-rule opened-file james-honeypot-log

in B/ dfile D /etc/p using - metricbeat with result success

’l

P

- audit-rule opened-file james-honeypot-log

yp

in B2/ opened file [ /etc/passwd

| Load More

using >. metricbeat with result success

® Updated now
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